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Network management system Group 2700 

Background of the invention 

The present invention relates to a network management system. More 
specifically, the present invention relates to a network management system 
5 that can do batch setup operations remotely for service applications operating 
through a plurality of coordinated network devices. 

Conventionally, \technologies)^that (orovidejj support for management of 
devices distributed over a network {included; Japanese laid-open patent 
publication number 9-69083 ("Method for distributed management and failure 

10 management") jand the liklj. This technology provides unified management through 
a network management mechanism working together with a system management 
mechanism. The network management mechanism performs network management on 
computers connected to a network, and the system management mechanism performs 
job control for the computers. 

15 An example of a technology that provides management of tunneling in 

firewalls is presented in the Japanese laid-open patent publication number 10- 
200530 ("Method and system for managing"— this is a Japanese application filed 
in conjunction with a priority claim based on U.S. -application (number^ 
08/773542). In this technology, the tunneling configurations between a 

20 plurality of networks are displayed graphically. 

Furthermore, according to "Getting to the Root of Policy Management", 
an article from Data Communications magazine (5/21/98, Vol. 21, No. 8), there 
has been active discussion of [usingj A directory services to set up access 
policies in distributed server groups. 

25 With the development of the Internet, various network devices and the 

software services that operate thereon have been developed and the settings 
(that these involveVhave gotten more complex. In particular, there has recently . 



been an increase in software services in which a plurality of network devices 
operate in a coordinated manner. In these software services, consistency must 

— be maintained not only within settings for a single unit^but also between the 
network devices. . « 

5 An example of these types of settings [Is the}^ settings used for 

tunneling in routers. Tunneling is a technology where a packet generated by a 
source is stored in (an) another packet and transferred over a segment of a 
communication path. Tunneling is implemented through a pair of tunneling 
devices. Referring to Fig. 1, for example, there is shown a packet being sent 

10 from a host A of a network Afand^a host B of a network B. In order to provide 
tunneling between a router A and a router B in the path, the following 
operations must be performed: 

(1) The router A receives a packet from the host A addressed to the 
host B in the network B. This router A encapsulates this packet in a packet 

15 with the source address set to the router A and destination address set to the 
router B. This packet is sent to the router B. 

(2) The router B receives the packet from the router A and extracts a 
packet whose source address is the host A and jthe^destination address is the 
host B. This packet is sent through the network B. 

20 If the host B is to reply to the host A with a packet that 

acknowledges receipt of the packet from the host A {was receive^ the following 
operations are performed: 

(3) The router B receives a packet from the host B addressed to the 
host A in the network A. This router B encapsulates this packet in a packet 

25 with the source address set to the router B and the destination address set to 
the router A. This packet is sent to the router A. 

(4) The router A receives the packet from the router B and extracts a 
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packet whose source address is the host B and (thejjdestination address is the 
host A. This packet is sent through the network A. 

To perform these operations, it must be assumed that: 

* The router A knows that packets addressed to the network B should be 
5 sent to the router B; and 

* The router B knows that packets addressed' to the network A should be 
sent to the router A. 

The settings for the two routers must not contradict each other, i.e., 
there must be no inconsistencies between the settings. 

10 A similar system of settings can be found in the access control 

settings used for a multi- level firewall. A firewall uses the source address 
and the destination address to determine whether or not to permit access. In 
the case of the network environment shown in Fig. 2, the host A accesses a 
server on the Internet through a firewall FW-A1 and a firewall FW-A. These are 

15 packet-filtering firewalls placed at the access points of their respective 
netv^rks. Access control for this case involves the following operations: (1) 
(?he)/firewall FW-A1 permits access to communication in which the source address 
is the host A and the destination address is the Internet; and (2) (fhe)^&( 
firewall FW-A permits access to communication in which the source address is 

20 the host A and the destination address is the Internet. 

If the access control settings in the two firewalls contradict each 
other, the host A may not be able to communicate with the Internet or the host 
A may be able to communicate with unexpected addresses. 
In conventional technology: 

25 (1) A single computer provides unified management by linking a network 

management mechanism and computer jobs (Japanese laid-open patent publication 
number 9-69083) ; 
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(2) A pre-existing tunneling set-up is displayed graphically (Japanese 
laid-open patent publication number 10-200530). There have also been attempts 
to use a directory service to set up the access policies for distributed 
servers. However, none of these technologies focus on how to efficiently 
5 manage and distribute configuration files stored in distributed computers, and 
they do not provide features for maintaining consistency in the contents of 
the configuration files. 

Summary of the invention 

10 The object of the present invention is to provide two features. In the 

first feature, configuration files are generated and installed so that there 
are no contradictions between the contents of the settings, i.e., they are 
consistent with each other. In the second feature, consistency of the 
contents of the settings in the devices is checked. If there is/| inconsistency 

15 for some reason, e.g., the first feature had not been used, a user (the person 
setting up the device) is notified. 

A further object of the present invention is to implement a network 
management system that allows a network to be used properly. 

A further object of the present invention is to suggest updated 

20 settings using the first feature described above when the second feature 
described above finds an inconsistency. 

To achieve the objects described above, the present invention provides 
a management server. The management server includes means for defining policy 
information to serve as meta- level information, and means for generating 

25 setup information for each network device. The following operations, are 
performed: an operation to derive and generate setup information for each 
network device usingj policy generated by a network manager at the management 




server; an operation to distribute the setup information to each network 
device via the network; and an operation to install and enable the setup 
information for each network device. The meta-level information referred to 
above indicates information that is to be used as a source for deriving or 
5 generating the setup information. 

The following operations are also performed: an operation to collect 
the setup information from each network device at the network management 
server; and an operation to organize and check the collected information for 
consistency. 

10 If a firewall or the like prevents the management server from directly 

distributing setup information to a network device, a data routing program is 
disposed at the firewall lying on the communication path between the 
management server and the network device to relay the setup information. 
Furthermore, mutual authentication and data encryption are performed between 

15 the data transfer program in the management server and the data routing 
programs in the firewalls. 

In a unified firewall management system for networks in which 
firewalls are provided for each administrative unit in the network, a 
management server is provided to set up management information settings in the 

20 firewalls. The management server includes a manager program that sets up 
management information that must be accessed through other firewalls. 

The manager program uses client addresses of clients accessing 
services and server addresses of servers providing services in order to 
determine the firewalls to which setup information (are^to be sent. 

25 The manager program also generates setup information based on 

information entered by a manager and sends the setup information to the 
firewalls. 



With the present invention, multiple network devices can be set up so 
that their settings do not contradict each other, and settings that have[beenj 
already been prepared can be checked to see that there are no inconsistencies. 

5 Brief description of the drawings 

The present invention will be more apparent from the following 
detailed description, when taken in conjunction with the accompanying drawings, 
in which: , A , » 

Fig. 1 is a ^rawing^for the purpose of describing the principles of 
10 tunneling. > a . 

Fig. 2 is a |orawing^for the purpose of describing a multi-level 

firewall environment. ^rtJcJ-^ 

Fig. 3 is a [drawingjji showing the overall structure of an embodiment of 
the present invention. x 
15 Fig. 4 is a (drawing^ showing the overall structure of a management 

server. n 

Fig. 5 is a (drawing]^ showing the contents of a policy file from the 
first embodiment. * - - 

Fig. 6 is a ^rawingjjphowing the contents of a configuration file from 
20 the first embodiment. 

Fig. 7 is a flowchart showing the operations used to create a 
configuration file in the first embodiment. 

Fig. 8 is a flowchart showing the operations used to check consistency 
of configuration files in the first embodiment. 
25 Fig. 9 is a (3rawing)| showing the overall structure of the second 

embodiment. » 

Fig. 10 is a,(drawing]^showing the contents of a policy file from the 



second embodiment. 

Fig. 11 is a [BrawingJ^showing the contents of a configuration file from 
the second embodiment. 

Fig. 12 is a flowchart showing the operations performed to create a 
configuration file for the second embodiment. 

Fig. 13 is a flowchart showing the operations performed to check for 



consist enc^_JjiJlA^co nfigu ration files in the second embodiment. , 

~ — — ■ — ~ Oi/S*J^+fc{ 

Fig. is a flowchart showing the operations performed to A (checR) A 

' conf iguration^fjl as in the third embodiment. ^ - — — 

Fig. [I5)y\is a [drawing) ^showing the overall structure of the • third 
embodiment. ^ 

Fig. [16^ is a Qrawing^showing the contents of a policy file from the 
third embodiment. 

Fig. (J7)< is 8 drawing showing the contents of the configuration file 
from the third embodiment. n , , , ■ 4ii a -4- i 

Fig. \\5) K is a (flowchart)/ showing the [operations]^ used to create 
configuration files in the third embodiment. 

Fig. 19 is a flowchart showing the operations -used to check for 
consistency in the configuration files from the third embodiment. 

Fig. 20 is a (drawing]^showing the structure of a network device placed 
in a communication path used to send setup information from the management 
server to the firewall. 

Fig. 21 is a (3rawing}^showing the network structure in a unified 
firewall management system according to the fourth embodiment. 

Fig. 22 is a [3rawing)^showing the hardware structure of a management 
server 13 according to the fourth embodiment. 

Fig. 23 is a (3rawing^howing the hardware structure of firewalls 14a - 



14d according to the fourth embodiment. 

Fig. 24 is a (Brawing^showing the hardware structure of a management 
terminal 15 from the fourth embodiment. 

Fig. 25 is a schematic (3rawing))showing the operations performed by the 
5 unified firewall management system in the fourth embodiment to set up 
firewalls. v 

Fig. 26 is a (drawing) /(showing an input screen 51 on a management 
terminal 15 that is used when the administrator enters setup information in 
the fourth embodiment. > 
10 Fig. 27 is a jdrawingjjshowing the firewall structure information table 

on the management server 13 in the fourth embodiment. 

(Fig. 28 shows} ^ flowcharts of the operations used to specify the 
firewall to be set up by a manager program 23 in the fourth embodiment. 

Fig. 29 is a[arawing(jshowing the contents of the path domain list 216 
15 in the fourth embodiment at various states. 

Fig. 30 is a (clrawing)> showing a path firewall table 214 on a management 
server 13 from the fourth embodiment. 



Detailed description of the preferred embodiments 

20 . The following (is a) description of a first embodiment of the present 

inventiorQjwith ^eferences)^to Fig. 3 through Fig. 8. Fig. 3 shows an example 
of an environment where the network management system of the present invention 
is used. In ^particular, the figure shows a case where tunneling settings must 
bejmaaej^for routers. ^ 

25 Referring to the figure, there is shown: (an)A Internet 301; 

organizational networks 302 through 304; routers 305 through 307 that connect 
the organizational networks 302 through 304 to the Internet 301 ; a local 
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network 308 within the organizational network 302; and a management server 309 
set up in the local network 308. 

For this embodiment, tunneling settings jvill be described with 
reference to tunneling between the (organisation)^ network 302 and the 

5 organizational network 303 and tunneling between the organizational network 
302 and the organizational network 304. 

Fig. 4 shows the structure of the management server 309 used in the 
network management system according to the present invention. Referring .to the 
figure, there is shown: a CPU 401; a network interface 402; a disk^i 403; a 

10 memory 404; a policy file 405 and configuration files 406 stored in the disk/ 
403; programs 407 through 410 stored in the memory 40^fjj.an operating system 
407^ a file editing program 408^6 configuration file generating program 40<£)o-V 
a data transfer program 410; and input/output devices 411^ including input 
(ffiearis^such as a keyboard, a mouse, or the like, and displaying (means)jsuch as a 

15 CRL a liquid crystal display, or the like. There is one configuration file 
406 for each router. The file editing program 408 is used to create the policy 
file 405. The configuration file generation program 409 uses the policy file 

405 as&input to generate configuration files for each router. The data 
transfer program 410 is used to transfer the configuration files 406 to the 

20 (router 3d5)^through the router^C30^. The manager creates the configuration file 

406 using the input/output devices of the management server 309. Another 
method would be to have the management server 309 accessed remotely from a 
management terminal. 

Fig. 5 shows the contents of the policy file 405 used by the network 
25 management system of the present invention. The policy file 405 includes a 
network information section 501 and a policy section 502. 

The network information section 501 is a set of entries made up of two 
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fields: one field containing a network nam^jj and the other field containing 
the router name that performs tunneling operations for communications to this 
network. In this embodiment, the first field is used for the network name, the 
second field is used for the router name, and a ":" is used to separate the 
5 two fields. For the network in this embodiment, the specific contents of the 
network information contained in the network information section 501 for the 
example shown in Fig. 3 would be as follows: 

network 302: router 305 , 

network 303: router 306 
10 network 304: router 307 

The first entry in this network information section 501 indicates that 
"tunneling for communication to the network 302 is performed by the router 
305." 

The policy section 502 is a set of entries consisting of two fields 
15 indicating the network names of the networks at the ends of a tunnel. In this 
embodiment, the network names for the networks at either end of a tunnel are 
placed in the first field and the second field, and a ":" is used to separate 
the fields. In the network in this embodiment, the specific contents for the 
policy set up in the policy section 502 for the example shown in Fig. 3 would 
20 be as follows: 

network 302: network 303 
network 302: network 304 

The first entry in this policy section 502 indicates that "the network 
302 and the network 303 are connected via tunneling". 
25 Fig. 6 shows the contents of a configuration file 406 used by the 

network management system for the routers. The configuration file 406 contains 
a tunnel setup information section 601. 
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The tunnel setup information section 601 is a set of entries. Each 
entry consists of two fields, where one field indicates a destination network 
name for performing tunneling and one field indicates the router name for the 
router performing the tunneling for communication to this network. In this 
5 embodiment, the first field contains the destination network name, the second 
field contains the router name, and the two fields are separated by a ":". 

In the network in this embodiment, the specific contents of the tunnel 
setup information set up in the tunnel setup information section 502 is as 
follows: 

10 * Tunnel setup information for the router 305 

network 303: router 306 

network 304: router 307 

* Tunnel settings for the router 306 

network 302: router 305 
15 * Tunnel settings for the router 307 

network 302: router 305 

The network management system of the present invention provides two 
features. In the first feature, the policy file 405 shown in Fig. 5 is used to 
generate and distribute configuration files 406 for the routers as shown in 
20 Fig. 6. In the second feature, the reverse operation is performed by 
generating a policy file 405 from the configuration files 406' retrieved from 
the routers, and these settings are checked to see if there are any 
inconsistencies. 

Fig. 7 shows a flowchart indicating the operations performed in 
25 generating the configuration files 406 for the routers using the policy file 
405. These operations implement the first feature described above, /generating 
settings for the network devices and preventing contradictions/inconsistencies 




in these settings. 

At step 701, the policy file 405 is opened and a list for the network 
information section and a list for the policy section are created. 

At step 702, a check is performed to see if any entries remain in the 
5 list for the network information section generated at step 701. 

Steps 703 through 713 are executed if there are remaining entries. At 
step 703, an entry is retrieved from the network information section list. 

At step 704, a router name is retrieved from the second field of the 
entry retrieved at step 702. 
10 At step 705, the configuration file 406 corresponding to the router 

whose name was retrieved is opened. 

At step 706, a network name is retrieved, from the first field of the 
entry retrieved at step 703. 

At step 707, a list is generated by picking out entries from the 
15 policy section list that have a field matching the network name retrieved at 
step 706, and a list is generated. 

At step 708, a check is made to see if there are any entries left in 
the policy section list created at step 701. - - 

Step 709 through step 712 are executed if any entries are left. 
20 At step 709, an entry is retrieved from the list generated at step 707. 

At step 710, a network name is retrieved from the entry retrieved at 
step 709 by getting the field that doesn* t match the network name retrieved at 
step 706. 

At step 711, an entry having a first field that matches the network 
25 name from step 710 is retrieved from the entry from step 709. 

At step 712, the entry retrieved at step 711 is written to the file 
opened at step 705. 





Step 713 is executed if there are no remaining entries in the policy 
section list generated at step 701. Step 713 closes the file that was opened 
at step 705. 

Step 714 is executed if there are no more entries in the network 
5 information section list generated at step 701. Step 714 closes the policy 



By performing the operations described above, a configuration file 406 
is generated for each router. The configuration file 406 for a router is then 
transferred to the corresponding router so that the router can be setup, thus 
10 implementing the first feature of the present invention. 

Fig. 8 is a flowchart that shows the operations performed to retrieve 
the configuration files 406 from the routers and to check the consistency of 



15 confirmed, thus implementing the second feature. 

Step 801 sets up a network information buffer, which holds entries 
from the network information section 501 as shown in Fig. 5, and a policy 
information buffer, which holds entries from the policy "section 502. 

Step 802 checks to see if any of the router configuration files 406 
20 have not been processed yet. 

Step 803 through step 808 are executed if there are any unprocessed 
configuration files 406. 

At step 803, a configuration file 406 is opened. 

Step 804 checks to see if any of the entries from the tunnel setup 
25 information section in the open configuration file 406 have not been processed 
yet. 

Step 805 through step 807 are executed if there are any unproceissed 



file 405. 



these files. This operations check k to see that there are no contradictions in 
the contents of the settings for the different devices, i. e.jj consistency is 




entries. 

At step 805, an unprocessed entry is read. 

At step 806, the entry read at step 805 is written to the network 
information buffer. 

5 At step 807, the first field of the entry read at step 805 is 

converted to the name of the router currently being processed, and this is 
written to the policy information buffer. 

Step 808 is executed if there are no unprocessed entries. At step 808, 
the configuration file 406 opened at step 803 is closed. 
10 At step 809, the network information buffer is sorted using the second 

field as the key. 

Step 810 checks the contents of the network information buffer to see 
if there are any entries having identical second fields but different first 
fields. The results are displayed and reported using the input/output device 
15 411. 

At step 811, the router name in the second field of each entry in the 
policy information buffer is replaced with the network name using the contents 
of the network information buffer. - - 

At step 812, the fields in the entries from the policy information 
20 buffer are sorted. 

At step 813, the entries in the policy information buffer are sorted. 

Step 814 checks to see if the policy information buffer consists of 
sets of two identical entries. The results are displayed and reported using 
the input/output device 411. 
25 By performing the operations described above and the checking 

performed at step 810 through step 814, the configuration files 406 can be 
checked for consistency and the results can be displayed and reported using 
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the input/output device 411, thus implementing the second feature. 

The following is a description of a second embodiment of the present 
invention, ^jwith) reference^ to Fig. 9 through Fig. 13. Fig. 9 shows an example 
of an environment in which the network management system of the present 

5 invention is implemented. More specifically, this example presents a setup 
where access control settings are made for a packet-filtering firewall. 

Packet filtering is a technology in which packets are filtered based 
on source IP address, destination IP address, and the like (as described, for 
example, in "Firewall, Internet Technologies," by Takaragi et al, Shoukoudou). 

10 Referring to /i [the figur§, there is shown the Internet 901, an 

organizational network 902, a sub-network 903 within the organizational 
network 902, another sub-network 904 within the organizational network 902, a 
packet-filtering firewall 905 positioned at the access point of the 
organizational network 902, a packet-filtering firewall 906 positioned at the 

15 access point of the sub-network 903, a packet-filtering firewall 907 
positioned at the access point of the sub-network 904, and a management server 
908. 

In the sample access control settings used* in this embodiment, 
communication is allowed if the source address is any one of the hosts in the 
20 sub-network 903 and the destination address is any host on the Internet. 
Communication is also allowed if the source address is any one of the hosts in 
the sub-network 904 and the destination address is any one of the hosts in the 
sub- network 903. 

Fig. 10 shows the contents of the policy file 405 for the firewalls. 
25 The policy file 405 used in this embodiment includes a network 

information section 1001 and a policy section 1002. 

The network information section 1001 is a set of entries formed from 
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three fields: a firewall name; a network name outside of this firewall; and a 
network name inside of and protected by this firewall. In this embodiment, the 
first field specifies the firewall name, the second field specifies the 
outside network name; and the third field specifies the inside network name. 
5 In the network for this embodiment, the network information section 1001 for 
the example shown in Fig. 9 would be as follows: 

firewall 905: organizational network 902: Internet 901 
firewall 906: sub-network 903: organizational network 902 
firewall 907: sub-network 904: organizational network 902 
10 The first entry in this network information section 1001 signifies 

that "the firewall 905 acts as a gateway for communications from the 
organizational network 902 to the Internet." 

In the policy section 1002, the first field indicates a source address 
and the second field indicates a destination address. In the network for this 
15 embodiment, the specific policy settings in the policy section 1002 for the 
network in this embodiment are as follows: 
sub-network 903: Internet 901 

subnetwork 904: sub-network 903 - * 

The first entry in this policy section 1002 signifies that 
20 "communication is possible if the source is a host in the sub-network 903 and 

the destination is a host on the Internet 901." 

Fig. 11 shows the contents of the firewall configuration files 406 

used in this embodiment. The configuration file 406 includes an access control 

information section 1101. 
25 The access control information section 1101 is a set of entries having 

two fields^ for a source address and a destination address. In this embodiment, 

the first field is the source address, the second, field is the destination 
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address, and the two fields are separated by a ":". 

In the network in this embodiment, the specific contents of the access 
control information settings in the access control information section 1101 
are as follows: 

5 * Access control information for the firewall 905 

sub-network 903: Internet 901 

* Access control information for the firewall 906 

sub-network 903: Internet 901 

sub-network 904: sub-network 903 
10 * Access control information for the firewall 907 

sub-network 904: sub-network 903 

Fig. 12 is a flowchart showing the operations used to generate the 
firewall configuration files 406 from the policy file 405. 

At step 1201, the policy file 405 is opened and a list for the network 
15 information section 1001 and a list for the policy section 1002 are generated. 

Step 1 202 checks to see if any entries are left in the policy section 
list generated at step 1201. 

Step 1203 through step 1206 are executed if any entries are left. 

At step 1203, an entry is retrieved from the policy section list. 
20 At step 1204, the entries relating to the entry retrieved at step 1203 

are retrieved from the network information section list. 

At step 1205, the firewall configuration files 406 for the firewalls 
indicated by the first fields of the entries retrieved at step 1204 are opened, 
and the policy section entry retrieved at step 1203 is written to these files. 
25 At step 1206, the configuration files 406 opened at step 1205 are 

closed. 

By performing the operations described above, a configuration file 406 
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is generated for each firewall- By transferring and installing the 
configuration files 406 to their respective firewalls, the first feature of 
the present invention can be implemented. 

Fig. 13 is .a flowchart showing the operations performed to check for 
5 consistency after the firewall configuration files have been collected. 

At step 1301, a policy information buffer for holding the policy 
section 1002 shown in Fig. 10 is prepared. 

Step 1302 checks to see if there are any unprocessed firewall 
configuration files 406. 
10 Step 1303. through step 1304 are executed if there are any unprocessed 

configuration files 406. 

At step 1303 a configuration file 406 is opened. 

At step 1304, the entry from the access control information section in 
the opened configuration file 406 is written to the policy information buffer. 
15 At step 1305, duplicate entries in the policy information buffer are 

removed. 

The entries in the policy information buffer generated by these 
operations indicate pairs of sources and destinations for 'which communication 
is permitted. This information can be checked to see if there is consistency 
20 in the configuration files 406. By displaying and reporting the results via 
the input/output device 411, the second feature can be implemented. 

The following is a.description of a third embodiment of the present 
invention, (MtfT^referencejto Fig. 14 through Fig. 19. Fig. 14 shows an example 
of an environment for the network management system according to the present 
25 invention. More specifically, what is shown is a case where access control 
settings arejjnade^for application gateway firewalls. ^jj^ 

Referring to^(the figurf, there is shown (an)j| Internet 1401, an 
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organizational network 1402, a sub-network 1403 of the organizational network 
1402, another sub-network 1404 of the organizational network 1403, an 
application gateway firewall 1405 positioned at the access point of the 
organizational network 1402, an application gateway 1406 positioned at the 

5 access point of the (organizational networR) j 1 403, an application . gateway 
firewall 1407 positioned at the access point of the sub-network. 1404, a 
management server 1408, a remote network 1409 connected via the Internet 1401, 
an application gateway firewall 1410 positioned at the access point of the 
remote network 1409, a client computer 1411 used by a user A via the Internet 

10 1401, a client computer 1412 used by a user B via the organizational network 
1409, a server computer 1413 in the sub-network 1403, and a server computer 
1414 in the sub-network 1404. 

The following is a description of this embodiment and presents an 
example of access control settings where (1) the user A on the client computer 

15 1411 is permited access to use the telnet protocol via the Internet 1401 on 
the server computer 1413 in the sub-network 1403; and (2) the user B on the 
client computer 1412 is allowed use of the ftp protocol via the remote network 
1409 on the server computer 1414 in the sub-network 1404. - 

Fig. 15 shows the contents of the policy file 405 for the firewalls 

20 used in this embodiment. 

The policy file 405 used in this embodiment includes a network 
information section 1501 and a user policy section 1502. 

The network information section 1501 is a set of entries having three 
fields: the network name of a network outside the firewall, the firewall name, 

25 and the network name of a network inside of and protected by the firewall. In 
this embodiment, the first field is used for the outer network name, the 
second field is used for the firewall name, and the third field is used for 



the inner network name. In the network for this embodiment, the specific 
settings for the network information section 1501 for the example shown in Fig. 
14 are as follows: 

Internet 1401: firewall 1405: organizational network 1402 
5 Internet 1401: firewall 1410: remote network 1409 

organizational network 1402: firewall 1406: sub-network 1403 
organizational network 1402: firewall 1407: sub-network 1404 
The user policy section 1502 is a set of entries having four fields: a 
user name, the network name for a network permitted to be a source, the 
10 network name for a network permitted to be a destination, and a protocol name 
for a protocol that can be used. In this system, entries are created per 
network user for whom access control is to be performed. In this embodiment, 
the first field is used for the user name, the second field is used for the 
source network name, the third field is used for the destination network name, 
15 and the fourth field is used for the protocol name. For these settings, it 
would also be possible to specify source and destination network names for 
each host name. For the protocol name, multiple protocols can be specified 
together. In the network for this embodiment, the specific contents of the 
user policy settings in the user policy section 1502 for the example shown in 
20 Fig. 14 would be as follows. 

user A: Internet 1401: sub-network 1403: telnet 
user B: remote network 1409: sub-network 1404: ftp 

Fig. 16 shows the contents of the configuration files 406 for the 
firewalls used in this embodiment. The configuration file 406 includes an 
25 access control information section 1601 and a user authentication information 
section 1602. 

The access control information section 1601 is a set of three fields 
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specifying. a source address, a destination address, and an allowed protocol. 
In this embodiment, the first field is used for the source address, the second 
field is used for the destination address, the third field is used for the 
protocol, and; a ":" is used to separate the fields. These addresses can be 
5 specified by host or by network. In this embodiment, the specific user policy 
settings for the access control information section 1601 would be as follows: 

* Configuration file for the firewall 1405 
Internet 1401: firewall 1406: telnet 

* Configuration file for the firewall 1406 
10 firewall 1405: sub-network 1403: telnet 

* Configuration file for the firewall 1407 
organizational network 1402: sub-network 1404: ftp 

* Configuration file for the firewall 1410 
remote network 1409: firewall 1405: ftp 

15 The user authentication information section 1602 is a collection of 

settings having three fields: a user name, authentication information such as 
a user password or an encryption key, and the protocol name for a protocol 
that this user is allowed to use. In this embodiment, the -first field is used 
.for the user name, the second field is used for the authentication information, 

20 the third field is used for the protocol name, and a ":" is used to separate 
the fields. In the network in this embodiment, the specific contents of the 
user authentication information settings in the user information section 1602, 
would be as follows: 

* User authentication information for the firewall 1405 
25 user A: (password string) : telnet 

user B: (password string): ftp 

* User authentication information for the firewall 1406 
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user A: (password string) : telnet 

* User authentication information for the firewall 1407 
user B: (password string): ftp 

* User authentication information for the firewall 1410 
5 user B: (password string): ftp 

Fig. 17 shows the contents of a path information list 1701. used to 
generate the configuration files for this embodiment. The path information 
list contains a variable number of cells holding network names or firewall 
names and is created by the user at the time the network device is installed 

10 by the user (the person installing the device). The network names and the 
firewalls that separate the networks positioned between the source network and 
the destination network are stored sequentially, as shown in Fig. 17. 

Using the path information list 1701, it is possible to specify a 
source and destination range handled by each firewall. For a particular 

15 firewall, the network positioned one element back and the firewall positioned 
two elements back become the source, and the network positioned one element 
forward and the firewall positioned two elements forward become the 
destination. 

If a firewall is adjacent to the source, there will not be a firewall 
20 positioned two elements back. Also, if a firewall is positioned adjacent to 
the destination, there will not be a firewall positioned two elements forward. 

Fig. 18 is a flowchart showing the operations performed to generate 
the firewall configuration files 406 using the policy file 405. 

At step 1801, the policy file 405 is opened and lists are generated 
25 for the network information section 1501 and the user policy section 1502. 

Step 1802 checks the user policy section list generated at step 1801 
to see if there are any entries left. 



Step 1803 through step 1809 are executed if there are any entries 
remaining. 

At step 1803, an entry is retrieved from the user policy section list. 
At step 1804, the list for the network information section 1501 is 
5 used to determine a firewall positioned in the communication path indicated by 
the entry retrieved at step 1803, and a path information list 1701 is 
generated from the source in this entry to the destination. 

At step 1805, the configuration files 406 for the firewalls in the 
path information list 1701 generated at step 1804 are opened. 
10 Step 1806 checks to see if there are any unprocessed firewalls left in 

the path information list 1701. 

At step 1807, a firewall is retrieved from the path information list 
1701 generated at step 1805. 

At step 1808, the path information list 1701 is used to determine a 
15 network and a firewall that are adjacent to the firewall retrieved at step 
1807. 

At step 1809, the information from step 1808 is used to generate an 
entry in the access control information section 1601 of the configuration file 
406 for the firewall retrieved at step 1807. 
20 Step 1810 closes the configuration files 406 for the firewalls 

contained in the path information list 1701 generated at step 1804, 

By performing the operations described above, a configuration file 406 
for each of the firewalls can be generated. By transferring and setting up the 
configuration files 406 to their respective, firewalls, the first feature of 
25 the present invention can be implemented. 

Fig. 19 is a flowchart showing the operations used to check for 
consistency after the firewall configuration files 406 are collected. 
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At step 1901, a policy information buffer for storing the user policy 
section 1502 shown in Fig. 15 is prepared. 

Step 1902 checks to see if any unprocessed firewall configuration 
files 406 are left. 

5 Step 1903 through step 1905 are executed if any unprocessed 

configuration files 406 are left. 

At step 1903, a configuration file 406 is opened. 

At step 1904, the access control information section 1601 from the 
configuration file 406 opened at step 1903 is used to determine the 

10 connections to the firewall. For each entry in the access control information 
section 1601, a record is generated with the first field of the entry, the 
name of the firewall set up by the configuration file 406, and the second 
field of the entry. The entries are recorded in the policy information buffer. 
At step 1905, the user information section 1602 from the configuration 

15 file 406 opened at step 1903 is used to determine user registration status. 
For each entry in the user information section 1607, a record is generated 
with the first field of the entry, the name of the firewall set up by the 
configuration file 406, and the third field of the entry. The entries are 
recorded in the policy information buffer. 

20 At step 1906, the records recorded in the policy information buffer at 

step 1904 are used to rebuild the network information section 1501 of the 
policy file 405. 

At step 1907, the records recorded in the policy information buffer at 
step 1905 are used to rebuild the user policy section 1502 of the policy file 
25 405. 

By performing the operations described above, the policy file is 
checked and the configuration files 406 are checked for consistency, thus 
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implementing the second feature of the present invention. 

Fig. 20 shows the structure used in Fig. /Q^, particularly (of)j the 
firewall 1410 and the firewall 1405, which are network devices on the 



communication path. used to distribute setup information from the management 
5 server to the firewall 1410. Referring to^^he figur§, there is shown a CPU 
2001, a network interface 2002, a disk 1 2003, a memory 2004, programs 2005 
through 2007 in the memory, /an operating system 2005, an agent program 2006, a 
data relaying program 2007|T))a relay path information table 2008 used by the 
data relaying program 2007 to determine a relay destination, and an 

10 input/output device 2009j such as a keyboard or mouse. 

The management server sends the setup information 406 to the target 
firewall 1410 through the data relaying program 2007 of the firewall 1405, 
which is on the path. This allows settings to be made for the firewall 1410. 
The firewall 1410 uses the agent program 2006 and installs the received 

15 configuration file 406. To prevent illicit alteration or leakage of setup 
information, mutual authentication and data encryption can be performed 
between the data transfer program 410 on the management server 1408 and the 
data relaying program 2007 on the firewall 1405, which -is- on the path. Also, 
mutual authentication and data encryption can be performed between the data 

20 transfer program 410 on the management server 1408 and the data relaying 
program 2007 on the target firewall 1410. 

The following is a description of a fourth embodiment, which provides 
a more specific implementation of the third embodiment. 
[Network structure for a unified firewall management system] 

25 First, the network structure of the unified firewall management system 

according to this embodiment will be describee^] with reference to Fig. 21. 

Fig. 21 shows the network structure of the unified firewall management 
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system according to this embodiment. 

The following description will cover the use of TCP (Transmission 
Control Protocol)/IP (Internet Protocol), which is the defacto standard 
protocol used on the Internet. ■ j( 

5 A domain 12a through a domain (T2e)j serve as the units by which the 

network is managed, with a single domain being managed by a unified policy. 
Each domain is also connected to the Internet 11, which is an open network 
that can be accessed by an indeterminate number of users. Furthermore, a 
firewall 14a through a firewall 14d are interposed between each domain and the 

10 outside networks in order to control access and prevent unauthorized 
intrusions from the outside. 

A management server 13 and a management terminal 15 are connected to 
the domain 2. The management server 13 is a server providing firewall 
management features. The management terminal 15 is a terminal provided to 

15 allow a manager to perform firewall management operations. Conventionally, 
management of firewalls has been performed from a terminal connected to the 
same domain as the firewall. However, in^the present invention, the management 
server 13 and the management terminal 15 can be used to set up management 
information settings for a firewall connected to another domain. 

20 In this embodiment, the management terminal 15 provides, a user 

interface for performing management operations, but it would also be possible 
to have the network set up so that management operations can be performed from 
the management server. 

The domain 12a through the domain 1 2d use the open Internet to provide 

25 a virtual private network (VPN). To do this, installation of firewalls is 
required for security. 

[Hardware structure in the unified firewall management system] 
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The following is a description of the different hardware structures 
used in the unified firewall management system according to this embodiment, 
(£ith referencesjjto Fig. 22 through Fig. 24. 

First, the hardware structure used in the management server 13 of this 
embodiment will be describecQ with reference to Fig. 22. jX^J 

The management server 13 includes a processbr 21, a f[ixed)jdisk 22, a 
memory 27, an input/output control section 211, and a network control section 
213. 

The processor 21 is a unit that controls operation between the 
hardware^elements in the computer and (thalj performs programmed operations. The 
(Jixedjjdisk 22 is a high-capacity secondary memory device that holds programs 
and tables. The memory 27, which is generally formed from semiconductor 
elements, loads programs and provides temporary data storage. The input/output 
control section 211 controls externally connected input and output devices 
15 such as displays and a keyboard 212. The network control device 213 controls 
connection with other computers. 

The ^ixe"dj|^disk 22 contains a program to implement the unified firewall 
management system according to the present invention as well as various tables. 
The manager program 23 is a management program operating on the management 
20 server that uses the information entered by the manager to generate control 
information for setting up firewalls and sends this information to the 
firewalls. An authentication/encryption module 22a is called from the manager 
program 23 to provide authentication and encrypted communication. A firewall 
structure information table 24 is a table that indicates the connection 
25 between firewalls and domains. The user information table 25 is a table that 
holds various user information and includes network usage information and path 
information for each user. A relay path table 26 is a table containing a 
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destination address and a relay destination address, which is the next 
connection target address. When setup information is to be sent to a firewall, 
the relay path table 26 holds the address of the firewall that will relay the 
connection. 

5 The contents and features of the tables presented here will be 

described in further detail later. 

As des^ri^ed above, the memory 27 is used to store programs loaded 
from the (fixed) [disk and to temporarily save data. The memory 27 is divided up 
logically into separate areas. A manager program area 28 is an area for 
10 storing the manager program 23. An authentication/encryption communication 
module area 29 is an area where the authentication/encryption communication 
module is loaded. A firewall setup information table area 215 is an area for 
storing the firewall setup information table 215, which is generated 
dynamically when management information settings for the firewall are prepared. 
15 A path firewall table area 214 is an area for storing the path firewall table. 

A relay path table area 210 is an area for^storing the relay path table. (A^J^ 



firewall setup information table 215 and {a^path firewall table area 214 will 
be described later. ■- ... 

The following is a description of the hardware structures used in t^^^J^ 
20 firewa]^|^^ the firewall 14d according to this embodiment, (withT^ 

' reference^to Fig. 23. 

. Jhe firewall 14a through the firewall 14d include a processor 31, a 
(ftxed^disk 32, a memory 36, and a network control sectior^(3lJ. The features 
thereof are similar to those of the management s |£^ 13. 
25 As with the management server 13, the (Fixed) disks 32 of the firewall 

14a through the firewall 14d are used to store the programs for implementing 
the unified firewall management system according to the present invention as 
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well as various tables. An agent program 33 is a program that serves as an 

agent for the manager program on the firewall. The agent program 33 receives 

i 

firewall setup information sent from the manager program and sets up the 
various tables in the firewall. As with the management server 13, a relay path 
5 table 35 is a table containing destination addresses and relay destination 
addresses, which are the destination addresses for subsequent connections. 
When sending setup information to the firewall, the table is used to store the 
address of the firewall that will relay the connection. 

A relay program 34 is a program that, when packets containing setup 

10 information for a firewall are to be sent to that firewall, allows the 
firewalls in the path to relay connections. A relay path table 35 is used to 
relay the connection to the next firewall. An authentication/encryption 
communication module 33a is called from the agent program 33 and provides 
authentication and encrypted communication features. A user registration table 

15 312 holds user registration information and is used to perform authentication 
when a user accesses a service. An access control table 313 is a table holding 
various types of information necessary for users to access services. A path 
control table 314 is a table for storing path information- for packets when a 
user accesses a service. 

20 The memory 36 in the firewall 14a through 14d stores data and is 

divided up into an agent program area 37, a relay program area 38, a relay 
path table area 39, and an authentication/encryption communication module area 
310. The agent program area 37 is an area for storing the agent program 33. 
The relay program area 38 is an area for storing the relay program 34. The 

25 relay path table area 39 is an area for storing relay path tables. The 
authentication/encryption communication module area 310 is an area where the 
authentication/encryption communication module is loaded. 
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The following is a description of the hardware structure in the 
management terminal 15 according to this embodiment, j(witfi) re Jj^^j ce ; t0 F ig - 24. 

The management terminal 15 includes a processor 41, a /jfixed) disk 42, a 
memory 44, an input/output control section 46, a display keyboard 47, and a 
5 network control section 48. The various features of the management terminal 15 
are similar to those j with regard to the management server 13. 

A user interface program 43 is stored in the {fixed)^disk 42 in the 
management terminal 15. When executed, the program is loaded into a user 
interface program area 45 in the memory 44. The user interface program is a 
10 program that provides a user interface for the network manager to control the 
firewall. 

[Operations for setting up firewalls in the unified firewall management 
system] 

The following is a description of the operations used to set up 
15 firewalls in the unified firewall management system according to the present 
invention, (with references^to Fig. 25 through Fig. 29. 

Fig. 25 shows a schematic representation of the operations performed 
by the unified firewall management system according to- the present invention 
to set up firewalls. 

20 The example shown in Fig. 25 is based on the system structure shown in 

Fig. 21 and assumes that a firewall is to be set up so that only an 
authenticated user 197 can access a server 199 via a clien^. 

To set up this type of firew^LL ^hejianagement server 13 performs the 
following operations in sequence, ^hes^ope^ations {will be described below) 

25 (with reference toj^Fig. 2^f] o- 

(1) an operation 191 for determining the firewalls to be set up 

(2) an operation 192 for generating setup information for each 
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firewall 

(3) an operation 193 for sending the firewall setup information to the 
corresponding firewall 

(4) an operation 194 for having each firewall receive and set up the 
5 setup information 

(5) an operation 195 for having the firewall relay the connection 
Referring to Fig. 26 through Fig. 30, the following fls a] description , 

of the operation 191 for determining the firewalls to be set ujf^ which serve!} ^ 

as a specific example of the third embodiment. 
10 Fig. 26 shows an input screen 51 displayed on the management terminal 

, 15 when the manager is entering setup information. The input screen 51 is 

displayed on the output device of the display/keyboard 47. The information 

entered by the manager corresponds to the user policies set up in the policy 

section 1502 shown in Fig. 15. 
15 Fig. 27 shows a firewall structure information table 24 in the 

management server 13. This table corresponds to the network information set up 

in the network information section 1501 shown in Fig. 15. 

(Fig. 28 shows) ^flowcharts for the operations used to determine the 

firewall to be set up by the manager program 23. These flowcharts correspond 
20 to a section of the flowchart shown in Fig. 18 for the operations used to 

generate the configuration file 406. 

Fig. 29 shows the contents of a path domain list 216 at different 

states. 

Fig. 30 shows a path firewall table 214 on the management server 13. 
25 In order to have firewalls effectively protecting the network, the 

firewalls for which settings are needed must be determined based on the 
network structure and be set up based on the pattern in which an authenticated 
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user accesses a server. To do this, the manager enters the necessary settings 
using the management terminal 15 shown in Fig. 25. 

[A)/ user identifier (global user name) 52 is a unique name that is 
globally valid within the network in which a user can access these services. A 
5 client address 54 is an address of a client used by a user. A server address 
54 is an address of a server from which a user accesses a service. This 
address, which uniquely identifies a computer or a network, is specified in a 
format based on DNS (Domain Name System) that must be valid throughout the 
entire network. 

10 A service name 55 contains the name of a service used by user. The 

example in Fig. 26 presents input information for a case where a user having 
the global user name "abc" accesses "telnet" on "domain 3" from "domain 1". 

The input information is entered into the management terminal 15, and 
a user interface program 43 on the management terminal 15 sends the 
15 information entered into an input screen 51 to the management server 13. The 
manager program 23 on the management server 13 gets the incoming input data. 

In order to determine which firewalls to set up, the manager program 
23 must have access to the network structure. This is provided through the 
firewall structure information table 24 shown in Fig. 27, which indicates the 
20 relationships between domains and firewalls. 

As shown in Fig. 27, the firewall structure information table 24 
contains: a domain name field 61 indicating a domain, a firewall name field 62 
indicating a firewall, and an adjacent domain name field 63 indicating a 
domain that is adjacent, on the other side of a firewall, to the domain 
25 specified by the domain name field 61. 

In the network environment used for this embodiment, ^ shown in Fig. 21, 
a firewall 1 (14a) and a firewall 2 (14b) are connected to a domain 2 (12b). 
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On the other side of the firewall 1 (14a) is connected a domain 1 (12a), and 
on the other side of the firewall 2 (14b) is connected the Internet (11). In 
this environment, the fields in the firewall structure information table 24 
are as shown in entry 64a, 64b, 64c, and 64f. 



Fig. 28 and Fig. 29. 

In this operation, the manager program 23 determines the firewall to 
be set up by determining the firewalls along a path from the client to the 

10 server using the client address 53 used by the user, the server address 54, 
and the firewall structure information table 24. 

The address, in domain format, is. formed by combining the host name 
and the domain name to which the host belongs. As shown in Fig. 29(a), the 
manager program 23 first obtains the name of the domain to which the client 

15 belongs (the client domain name) by removing the host name from the client 
address 53, which is in the domain format. For example, if the address in the 
domain format is in the form "www.xyz.co.jp", the host name is "www" and the 
client domain name is "xyz.co.jp". The resulting client domain name is then 
added to the start of the path domain list 216 (S71). 

20 The path domain list 216 is a list containing the names of the domains 

that lie on the path from the client to the server. The specific manner in 
which the path domain list 216 is used will be described later with reference 
to Fig. 29. 



25 Operation A uses a recursively called procedure that obtains entries for the 
path domain list 216. Thus, when this operation is completed, the path domain 
list 216 contains a path from the client to the server. 
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The following is a description of the operations performed by the 
manager program 23 to determine the firewalls to be set up, (frith references)} to 




Next, operation A (S74) is executed (S72) for the client domain name. 
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Finally, sequential domain name entries in the path domain list 216 
are used together with the firewall structure information table to obtain the 
name of the firewall between the domains. This provides a list of firewalls 
along the path (a path firewall list) (S73). This path firewall list is stored 
5 as an entry in the path firewall table 214, shown in Fig. 30. 

The path firewall table 214 is a table for storing the results from 
the operation to determine the firewalls to be set up. The table includes a 
client address field 81, a server address field 82, and a path firewall list 
field 83. The client address field 81 and the server address field 82 are 

10 fields for holding client addresses and server addresses, respectively. The 
path firewall list field 83 holds the results from the operation described 
above to determine the [firewall sjjto be set up, i.e., a list of firewalls 
lying on the path from the client address 53 to the server address 54. The 
firewalls indicated in the path firewall list field 83 are the firewalls to be 

15 set up by the manager program 23 when a client requests a service from a 
server. 

The following is a description of operation A (S74) described above. 

The domain name, the firewall structure information table 24, and the 
path domain list 216 are provided as arguments to the operation A. This 
20 operation A is a recursively called procedure. 

First, the manager program 53 searches for an entry where the given 
domain name matches the domain name field 61 of the firewall structure 
information table 24. Then a list is generated from the domain names in the 
adjacent domain name field 63 of the matching entries (S75). This will be 
25 referred to as the adjacent domain name list. 

Operation A exits when there are no elements in this adjacent domain 
name list. 
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If there are entries in the adjacent domain name list (S76), a single 
domain name is selected from the list. If the selected domain is already used 
in the path domain list 216 then another domain name is selected from the 
adjacent domain name list (S77). If it is not used in the path domain name 
5 list, it is added to the path domain name list (S78). 

Then, the domain name that has just been added is checked to see if it 
is identical to the domain name to which the server belongs (the server domain 
name) (S79). If the added domain name is identical to the domain name to which 
the server belongs (the server domain name) (S79), then the path domain list 
10 216 is saved in a separate area (S710). 

The domain list saved in this manner becomes the path domain list 216 
that is the information returned by this operation. 

Then, the domain name added last to the path domain list 216 is 
removed. Since a recursively called procedure is used, this operation is 
15 needed to restore the path domain search to its original state. 

Then, the operation for finding the adjacent domain list is resumed 

(S76). 

If the added domain name is not identical to the- server domain name 
(S79), then the operation A is called recursively using the added domain name 

20 as the argument (S712). 

When the operation A is completed, the domain name that was added last 
to the path domain list 216 is deleted (S713). This is done since the 
operation A is called recursively so that when the operation is exited, the 
searching with the final domain name added last is completed. 

25 Since this operation A uses recursive calls, all paths are searched 

even if there are multiple routes from the client to the server. Thus, all 
routes that can serve as paths are found. 



♦ ♦ 

Referring to Fig. 29, the following is a description of the specific 
operations performed to determine the firewalls to be set up when a client 
belonging to "domain 1" accesses a server belonging to "domain 3". First, 
"domain 1" is added to the start of the domain list 216 (S71, Fig. 29 (a)). 

5 Then, the operation A (S74) for generating the path domain list 216 is started 
(S72) with "domain 1" being passed to the, operation A as an argument. First, 
the entry 64a is retrieved as an entry that has a domain name field 61 that 
matches "domain 1". The contents of the adjacent domain name field 63, "domain 
2," is added to the adjacent domain list (S75). 

10 Next, "domain 2" is selected from the adjacent domain list (S76). 

Since "domain 2" is not in the path domain list 216 (S77), "domain 2" is added 
to the path domain list 216 (S78, Fig. 29 (b)). Since "domain 2" does not 
match the server domain name "domain 3" (S79), the operation A (S74) for 
generating the path domain list 216 is started using "domain 2" as an argument 

15 (S712). Calling the operation A (S74) using "domain 2" as an argument, 
"Internet" and "domain 1" are obtained for the adjacent domain list from the 
entry 64b and the entry 64c. Since "domain 1" is already present in the path 
domain list 216, it is removed from the candidates (S77>. Thus, at this stage, 
the path domain list 216 is as shown in Fig. 29 (c). 

20 Next, the operation A (S74) is called with the domain name "Internet" 

as an argument. Using "Internet" as a key, the adjacent domains determined 
from the entry 64f, the entry 64g, and the entry 64h are, respectively, 
"domain 2", "domain 3", and "domain 4". 

Since "domain 2" is already in the path domain list 216, it is removed 

25 from the candidates, and "domain 3" is added to the path domain list 216. 
Since this is identical to the server domain name (S79), this is saved as the 
return value (S710). Then, /the "domain 3" domain that was added is deleted 



(S711), and searching is resumed from the state shown in Fig. 29(c). 

Finally, the return value for this operation is the path domain list 
216 when it is in the state shown in Fig. 29 (d), thus providing "domain 1", 
"domain 2", "Internet", and "domain 3". 

While the present invention has been described in detail and 
pictorially in the accompanying drawings it is not limited to such details 
since many changes and modifications recognizable to those of ordinary skill 
in the art may be made to the invention without departing from the spirit and 
the scope thereof. 
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